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1. Denial of Service Attack 

Incident URL:  

• https://rcb.res.in/user/register    

Description: An attacker over the internet may launch an automated denial of service attack 

against the application as there is no CAPTCHA implemented. 

Impact: An attacker over the internet can launch an automated denial of service attack against 

the application as there is no CAPTCHA implemented. Since the attacker can cause unavailability 

of the resources for genuine user. 

Severity: High 

How to Test: 

Step I:  An attacker navigates to the application and it is observed that CAPTCHA is not 

implemented as shown below. As a result, an attacker may run automated tool to perform a 

denial of service attack which may cause unavailability of resources to the users. 

 
Recommendation(s):  

1. The application may restrict such attacks by implementing a CAPTCHA to ensure that no 

automated attack can be run. 
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2. File Upload Functionality in Public Module 

Incident URL:  

• https://rcb.res.in/user/register    

Description: A file upload functionality is present in the public page of the application. 

Impact: A file upload functionality is present in the public page of the application as a result, an 

attacker may upload a malicious executable file into the application using file upload in public 

page. 

Severity: High 

How to Test: 

Step I:  An attacker navigates to the registration page of the application and observes that file 

upload option is present in the public page. 

 
Recommendation(s):  

1. The application should not allow files to be uploaded in the public page.  

2. The application should keep track of who is uploading files and when and log all file upload 

activity to help detect potential security incidents. 

 

https://rcb.res.in/user/register
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3. Insecure Transmission of Password 

Incident URL:  

• https://rcb.res.in/user/login  

Description: The application transmits passwords in plaintext from client to server. 

Impact: The application transmits passwords in plaintext from client to server. This exposes 

sensitive authentication data to interception by attackers can lead to credential theft, unauthorized 

access, and potential compromise of user accounts. 

Severity: Medium 

How to Test: 

Step I:  An attacker navigates to the ‘Login page’ and try to login with Credentials as shown 

below: 

 

  

https://rcb.res.in/user/login
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Step II:  An attacker captures the intermediate request using http intercepting tool and observes 

that password travels in clear text from client to server as shown below: 

 

Recommendation (s):  

It is recommended to implement the following: 

For Login Page: 

1. The application should implement the ‘Salted SHA256 hashing technique’ of the 

password for login page.  
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4. Host Header Injection 

Incident URL:  

• https://rcb.res.in/   

Description: The application is accepting invalid host’s name; this is vulnerable to the Host 

Header Injection attack. 

Impact: The application is accepting invalid host, the attacker can tamper the HTTP host header 

which may lead to web cache poisoning and password reset poisoning attacks. 

Severity: Medium 

How to Test: 

Step I:  A malicious user navigates to the application and captures the request using an HTTP 

interceptor and the request is sent to Repeater as shown below:  

Original Request: 

 

Step II:  From the below screenshot it is observed that the Host name is changed from 

‘rcb.res.in’ to ‘secureyes.net’ and the manipulated host was reflected in the response as shown 

below: 

Modified Request: 

 

https://rcb.res.in/
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Recommendation(s):  

1. Reject any request that doesn't match the target domain.  

2. Validate the Host header to ensure that the request originates from that target host or not.  

3. Whitelisting the trusted domains during the initial setup of the application and mapping 

domains received in Host header of each request with it. 
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5. Robots.txt File Accessible 

Incident URL:  

• https://rcb.res.in/robots.txt   

Description: Web server’s robots.txt page is directly accessible over the internet. 

Impact: The web server’s ‘robots.txt’ file is accessible over the internet that discloses restricted 

pages of the server. This information helps the attackers to perform targeted attacks on remote 

server. 

Severity: Low 

How to Test: 

Step I:  An attacker navigates to the application at the URL: https://rcb.res.in/robots.txt and 

observes that robots.txt file is accessible.  

 

Recommendation(s):  

1. Internal restricted files like robots.txt contain generic information based on the pages 

that the administrator does not want a web crawler to index, so, this should be restricted 

from public access   

https://rcb.res.in/robots.txt
https://rcb.res.in/robots.txt
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6. Internal Restricted File Accessible 

Incident URL:  

• https://rcb.res.in/core/LICENSE.txt    

Description: Application internal restricted files can be directly accessible over the internet. 

Impact: The attacker can access the internal restricted file which may allow an attacker to use 

the information present there to carry out further attacks on the application server.  

Severity: Low 

How to Test: 

Step I:  An attacker modifies the application URL while trying to call restricted file and observes 

that the internal restricted file is accessible shown below: 

 

Recommendation(s):  

1. It is recommended that access to internal restricted files must be restricted from public 

access. 

 

 

 

https://rcb.res.in/core/LICENSE.txt
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7. Clipboard Data Stealing Attack 

Incident URL:  

• https://rcb.res.in/user/login   

Description: An application has enabled copy and paste feature on input fields of the ‘Login Page’. 

Impact: The application has enabled copy and paste feature on the password field of ‘Login page’ 

page as a result a malicious user can steal the password as copy paste option is enabled thus 

compromising the victim’s account. 

Severity: Low 

How to Test: 

Step I:  An attacker navigates the Login Page of the application and try to paste the copied 

password as shown below as shown below: 

 

  

https://rcb.res.in/user/login
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Step II:  From the screenshot below, it is observed that the Password has been successfully 

pasted in the input field as shown below: 

 

Recommendation (s):  

1. The application should disable the ‘paste’ option including the keyboard shortcuts of the same 

for the password field and for the other critical data fields. 
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8. No Implementation of forgot Password functionality. 

Incident URL:  

• https://rcb.res.in/user/login   

Description: The application has not implemented a forgot password page for its users. 

Impact: The application has not implemented the forgot Password functionality for its users which 

causes inconvenience to the application users during credential theft as they cannot change 

password immediately during credential theft. 

Severity: Low 

How to Test: 

Step I:  A user navigates to the Login page of the application and observes that no forgot 

password page has been implemented as shown below: 

 

Recommendation(s):  

1. It is security best practice that the application should implement ‘Forgot Password’ page in 

the application.  

https://rcb.res.in/user/login
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9. Missing Security Response Header 

Incident URL:  

• https://rcb.res.in/  

Description: The application has not implemented the Content Security Policy header in HTTP 

Response. 

Impact: The application has not implemented Content-Security-Policy attacker may take 

advantage of this vulnerability and can perform man-in-the-middle attacks and weakness cookie 

hijacking protections.it permits the execution of JavaScript code from unsafe sources, thereby 

increasing the risk of XSS attacks. 

Severity: Low 

How to Test: 

Step I:  From the screenshot below, it is observed that the application has not implemented 

Content-Security-Policy as shown below: 

 

Recommendation(s):  

1. The application should implement Content-Security-Policy: script-src 'self', object-src 

‘none’, default-src ‘self ‘in response header. 

2. It is recommended to remove ‘unsafe-inline’ unsafe-eval’ from Content-Security-Policy 

response header.ab=4 

https://rcb.res.in/
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10. Cross Origin Resource Sharing 

Incident URL:  

• https://rcb.res.in/    

Description: Cross origin resource sharing policy in the application is set insecurely as it allows 

any domain URL to access some internal modules of the application. 

Impact: The cross-origin resource sharing policy in the application is set insecurely as it allows 

any domain URL to access some internal modules of the application. Thus, it allows an attacker to 

misuse the insecure cross origin policy to launch attacks and can put any value into the origin 

request HTTP header to force web application to provide it the target resource content. 

Severity: Low 

How to Test: 

Step I:  From the below screenshot it can be observed that the application is throwing backend 

information in the error page An attacker navigates to the application, captures the response in 

HTTP interceptor, and it was observed that the value of response header ‘Access-Control-Allow-

Origin’ is set to ‘*’ as shown below: 

 

Recommendation(s):  

1. The application should not set the ‘Access-Control-Allow-Origin’ response header to ‘*’. 

Only the valid and appropriate domains should be allowed in the CORS policy. 

https://rcb.res.in/
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11. Email Harvesting 

Incident URL:  

• https://rcb.res.in/contact-us/    

Description: The e-mail addresses present in the application are in text format thus leading to 

email harvesting attack. 

Impact: The e-mail addresses present in the application are in text format which allows an 

attacker to automate and send multiple spam emails to the harvested email ids present in the 

application causing Email Flooding. 

Severity: Low 

How to Test: 

Step I:  An attacker navigates to the application, and it is observed that ‘email Ids’ are present 

in text format as shown below: 
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Recommendation(s):  

1. The email addresses present in the application should be in the form of images so 

that the spammers cannot get email addresses present in the application using 

automated tools. 

2. Email addresses should be posted as an image not as a hyperlink. Alternatively, 

instead of @symbol, [at] should be used. Similarly, the dot character (.) should be 

replaced by [dot].  

3. For example, xyz@gma.com should be written as xyzzy[at]gma[dot]com.  

4. High privilege email addresses should not be posted on the website. 

5. Email addresses should not be provided as a hyperlink, for example, mail to: 

xyz[at]gma[dot]com. 
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