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1. Denial of Service Attack

Incident URL:

e https://rcb.res.in/user/register

Description: An attacker over the internet may launch an automated denial of service attack
against the application as there is no CAPTCHA implemented.

Impact: An attacker over the internet can launch an automated denial of service attack against
the application as there is no CAPTCHA implemented. Since the attacker can cause unavailability
of the resources for genuine user.

Severity: High
How to Test:
Step I: An attacker navigates to the application and it is observed that CAPTCHA is not

implemented as shown below. As a result, an attacker may run automated tool to perform a
denial of service attack which may cause unavailability of resources to the users.

About us

U
Educational, Scenifoand + Regonal Ceniro
Cultural Organization - for Blotachnology

People Resource Corner Opportunities News & Events Life @ RCB Alumni Outreach HRD PMU IBDC

Home / User / Create New Account

Create new account

Ernail address

The email address is not made public. It will only be used if you need to be contacted about your account or for opted-in notifications.

Username
Several special characters are allowed, including space, period (.), hyphen (-), apostrophe ('), underscore (), and the @ sign.
Picture

Browse... No file selected.
Your virtual face or picture.
One file only.

128 MB limit.

Allowed types: png gif jpg jpeg webp.

v Contact settings

Personal contact form

Allow other users to contact you via a personal contact form which keeps your email address hidden. Note that some privileged users such as site administrators are still able to contact you even if
you choose to disable this feature.

Create new account

Allotment of seats after filling out the preference form (10th Round) for admission to the i3c BRIC-RCB PhD Programme in Biosciences <
2025-2026

Recommendation(s):

1. The application may restrict such attacks by implementing a CAPTCHA to ensure that no
automated attack can be run.

This document is confidential to ASG-NIC. It must not be reproduced or circulated without prior approval from
ASG-NIC.
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2. File Upload Functionality in Public Module

Incident URL:

e https://rcb.res.in/user/register

Description: A file upload functionality is present in the public page of the application.

Impact: A file upload functionality is present in the public page of the application as a result, an
attacker may upload a malicious executable file into the application using file upload in public

page.
Severity: High
How to Test:
Step I: An attacker navigates to the registration page of the application and observes that file

upload option is present in the public page.

About us POWEEE +  Achdemics
D st

Educational, * Rogonal Cenro
Cultural Organization - for Blotachnology

People Resource Corner Opportunities News & Events Life @ RCB Alumni Outreach HRD PMU IBDC

Home / User / Create New Account

Create new account

Ernail address

The email address is not made public. It will only be used if you need to be contacted about your account or for opted-in notifications.
Username

Several special characters are allowed, including space, period (.), hyphen (-), apostrophe ('), underscore (), and the @ sign.
Picture

Browse... No file selected.

Your virtual face or picture.

One file only.

128 MB limit.

Allowed types: png gif jpg jpeg webp.

v Contact settings

Personal contact form

Allow other users to contact you via a personal contact form which keeps your email address hidden. Note that some privileged users such as site administrators are still able to contact you even if
you choose to disable this feature.

Create new account

Allotment of seats after filling out the preference form (10th Round) for admission to the i3c BRIC-RCB PhD Programme in Biosciences <
2025-2026

Recommendation(s):

1. The application should not allow files to be uploaded in the public page.

2. The application should keep track of who is uploading files and when and log all file upload
activity to help detect potential security incidents.

This document is confidential to ASG-NIC. It must not be reproduced or circulated without prior approval from
ASG-NIC.
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3. Insecure Transmission of Password

Incident URL:

e https://rcb.res.in/user/login

Description: The application transmits passwords in plaintext from client to server.

Impact: The application transmits passwords in plaintext from client to server. This exposes
sensitive authentication data to interception by attackers can lead to credential theft, unauthorized
access, and potential compromise of user accounts.

Severity: Medium
How to Test:

Step I: An attacker navigates to the ‘Login page’ and try to login with Credentials as shown
below:

> rebures.n [ 9

« Skip To Main Content. Screen Reader Access A+ A A- Ll English

About us i *; Acbdemics

People Resource Corner Opportunities News & Events Life @ RCB Alumni Outreach HRD PMU IBDC

Home / User / LogIn

Login

Username |qwerty

Password [essessee

CAPTCHA

BSLJLS

What code is in the image? | B9L3L \
Enter the characters shown in the image.
|Login

4 ’ als
Consolidated list of waitlisted candidates selected (in order of merit) for admission to the i3c BRIC-RCB PhD Programme in Biosclences <
2025-2026

rch.res.in >

This document is confidential to ASG-NIC. It must not be reproduced or circulated without prior approval from
ASG-NIC.
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Step II: An attacker captures the intermediate request using http intercepting tool and observes
that password travels in clear text from client to server as shown below:

Dashboard  Target Intruder  Repeater  Collaborator ~ Sequencer  Decoder ~ Comparer  Llogger  Organizer  Extensions  Learn [ el
HTTP history ~ WebSockets history  Match and replace {8} Proxy settings
Drop v Request to httpsy//rcb.resinid43 [164.10059235] & | @ Openbrowser | (2)
Type Direction Method URL Status code Length
HTTP 3 Request POST https:/rcb.res.n/user/login
Request _ 2
Pretty  Raw  He:x I w o= _
1 POST /user/login HTTP/1.1 2
Host: rcb.res.in 2
Cookie: _pk_id.1.8f43=d3a9a24598b012b4.1758773312.; _pk_ses.1.843=1 g

! User-Agent: Mozilla/5.8 (Mindows NT 10.8; Win64; x64; rv:143.0) Gecko/20100101 Firefox/143.0
5 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8

Accept-Language: en-US,en;qe=0.5

Accept-Encoding: gzip, deflate, br

Content-Type: application/x-www-form-urlencoded

Content -Length: 224
10 Origin: https://rcb.res.in

Referer: https://rcb.res.in/user/login

saop iy

Upgrade-Insecure-Requests: 1
Sec-Fetch-Dest: document
14 Sec-Fetch-Mode: navigate
15 Sec-Fetch-Site: same-origin
16 Sec-Fetch-User: ?1
Priority: u=e, i
Te: trailers
Connection: keep-alive

name=quertyfipass-Test7A0123}form_build_id-form-_KL3kpdicrxExRQ4vCCBQPROTkPbfkwZrBy3roohPSghform_id-user_login_form&captcha_sid-17676&captcha_token=
Bv8-bPpPWOwent uNTIC FRBWD yumLeYdwiXHercIc&captcha_response=B9LIL5&op=Log+in

@@ &[> P Onighiights {8

Eventlog (10)°  Allissues (350) " @ Memory: 890.4MB | v

Recommendation (s):

It is recommended to implement the following:
For Login Page:

1. The application should implement the ‘Salted SHA256 hashing technique’ of the
password for login page.

This document is confidential to ASG-NIC. It must not be reproduced or circulated without prior approval from
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4. Host Header Injection

Incident URL:

e https://rcb.res.in/

Description: The application is accepting invalid host’s name; this is vulnerable to the Host

Header Injection attack.

Impact: The application is accepting invalid host, the attacker can tamper the HTTP host header
which may lead to web cache poisoning and password reset poisoning attacks.

Severity: Medium

How to Test:

Step I: A malicious user navigates to the application and captures the request using an HTTP

interceptor and the request is sent to Repeater as shown below:

Original Request:

Dashboard ~ Target  Proxy  Intruder  Repeater

HTTP history

WebSockets history ~ Match an

Collaborator Sequencer Decoder Comparer Logger Organizer

Scan
Do passive scan
Do active scan

Send to Intruder

Type Direction Method URL r

Request to httpsy//rcb.resin:443 [164.100.59.235] & @ Open browser @ :

Leam @ L&

Status code Length

Send to Repeater Clrl+R|

HTTP - Request GET https://rcb.res.in/

Request
Pretty  Raw He
1 GET / HTTP/1.1
Host: rcb.res.in
Cookie: _pk_id.1.8f43=d3a%a24598b812b4.1758773312.
! User-Agent: Mozilla/5.@ (Windows NT 10.8; Win64; x
Accept: text/html,application/xhtml+xml,applicatic
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate, br
upgrade-Insecure-Requests: 1
Sec-Fetch-Dest: document
10 Sec-Fetch-Mode: navigate
Sec-Fetch-Site: none
12 Sec-Fetch-User: 21
Priority: u=0, i
1 Te: trailers
15 Connection: keep-alive

OB € >

Eventlog (16)"

Send to Sequencer
Send to Comparer

Send to Decoder

Send to Organizer Ctrl+0
Insert Collaborator payload
Request in browser efox/143.0
Engagement tools

Change request method

Change body encoding

Copy

Copy URL

Copy as curl command (bash)

Copy to file

Paste from file

Save item

Don't intercept requests

Do intercept

URL-encode as you type

Paste

Message editor documentation

Proxy interception documentation

RBE v =

10pyadsu) gg

saoN (i)

£ 0highlights ©

@ Memory: 3.40GB W o~

Step II: From the below screenshot it is observed that the Host name is changed from
‘rcb.res.in’ to ‘secureyes.net’ and the manipulated host was

below:

Modified Request:

reflected in the response as shown

This document is confidential to ASG-NIC. It must not be reproduced or circulated without prior approval from

ASG-NIC.
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Dashboard  Target  Proxy  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Learn D Lo
1 2y JORFN
B * Burp Al Target: hitps://rebresin /& HITe/1 (2)
m== .
=
Request Response
Pretty  Raw  Hex I W = pretty Raw  Hex  Render \n = _-%
2
GET / HTTP/1.1 6 <html lang="en” dir="1tr" class="is-ultimenu is-ultimobile™> i
Cookie: _pk_. 3-d3a9a24598b012b4 . 1758773312.; _pk_ses.1.8f43-1 <meta charset="utf-g8" />
1 User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:143.8) Gecko/20100181 <meta name="Generator” content="Drupal 18 (https://wwi.drupal.org)” />
Firefox/143.0 <meta name="MobileOptimized” content="width" /> B
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8 meta name="HandheldFriendly” content="true" />
Accept -Language: en-US,en;q-8.5 <meta name="viewport" content="width-device-width, initial-scale=1.0" /> =2
7 Accept-Encoding: gzip, deflate, br ¢script> o
Upgrade-Insecure-Requests: 1 var _paq - window._paq - window._paq || [1; 2
Sec-Fetch-Dest: document var Tracker nction(){
@ Sec-Fetch-Mode: navigate 2 document .location.protocol) ? ™" :
Sec-Fetch-5ite: none Q
Sec-Fetch-User: 21 T - = n
Priority: u-9, i _paq.push([“setTrackerUrl”, us"/visitors/ track]); m
¢ Te: trailers . _paq.push(["setUserId”, 8]); b3
Sonnection: keep-alive _paq.push([“setCustomVariable”, 7, “route”, §
"entity.node.canonical”, "visit"] =
_paq.push(["setCustomVariable”, 8, "path”, "\/node\/1", S
_paq.push(["setCustomvariable”, 9, "viewed”, ["node:1"], “
if (lwindow.matomo_search_results_active) {
_paq.push(["trackPagevies"]); &
var d=document ,g=d.createtlement("script”™),s=d. E
getElement sByTagame( "script”)[0]; §
g-type="text/javascript”; 3
g-defer=true; ¥
g-async=true; =
B S A TP TR P P P A <
@ '@} L JIE ] £ 0highlights @ {§} € |9 secureyes.net X | 42 matches @
Done 280.831 bytes | 5.072 millis
Eventlog (16)°  Allissues (1390)° @© Memory: 3.40GB Wl

Recommendation(s):

Reject any request that doesn't match the target domain.
Validate the Host header to ensure that the request originates from that target host or not.

Whitelisting the trusted domains during the initial setup of the application and mapping
domains received in Host header of each request with it.

This document is confidential to ASG-NIC. It must not be reproduced or circulated without prior approval from

ASG-NIC.
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5. Robots.txt File Accessible

Incident URL:

e https://rcb.res.in/robots.txt

Description: Web server’s robots.txt page is directly accessible over the internet.

Impact: The web server’s ‘robots.txt’ file is accessible over the internet that discloses restricted
pages of the server. This information helps the attackers to perform targeted attacks on remote
server.

Severity: Low
How to Test:

Step I: An attacker navigates to the application at the URL: https://rcb.res.in/robots.txt and
observes that robots.txt file is accessible.

O B rcbresin

#
# robots.txt
#

# This file is to prevent the crawling and indexing of certain parts
# of your site by web crawlers and spiders run by sites like Yahoo

# and Google. By telling these “robots" where not to go on your site,
# you save bandwidth and server resources.

#

# This file will be ignored unless it is at the root of your host:
# Used:  http://example.com/robots. txt

# Ignored: http://example.com/site/robots.txt

#

# For more information about the robots.txt standard, see:
# http://war. robotstxt.org/robotstxt.html

User-agent: *

# €55, 15, Images
Allow: /core/*.css$
Allow: /core/*.css?
Allow: /core/*.js§
Allow: /core/*.js?
Allow: /core/*.gif
Allow: /core/*.ipg
Allow: /core/*.jpeg
Allow: /core/*.png
Allow: /core/*.svg
Allow: /profiles/*.css$
Allow: /profiles/*.css?

Allow: /profiles/*.js$

Allow: /profiles/*.js?

Allow: /profiles/*.gif

Allow: /profiles/*.ipg

Allow: /profiles/*.jpeg

Allow: /profiles/*.png

Allow: /profiles/*.svg

# Directories

Disallow: /core/

Disallow: /profiles/

# Files

Disallow: /README.md

Disallow: /composer/Metapackage/README. txt
Disallow: /composer/Plugin/Projectiessage/README .md
Disallow: /composer/Plugin/Scaffold/README .md
Disallow: /composer/Plugin/VendorHardening/README . txt
Disallow: /composer/Template/README.txt
Disallow: /modules/README. txt

Disallow: /sites/README.txt

Recommendation(s):

1. Internal restricted files like robots.txt contain generic information based on the pages
that the administrator does not want a web crawler to index, so, this should be restricted

from public access

This document is confidential to ASG-NIC. It must not be reproduced or circulated without prior approval from

ASG-NIC.
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6. Internal Restricted File Accessible

Incident URL:

e https://rcb.res.in/core/LICENSE.txt

Description: Application internal restricted files can be directly accessible over the internet.

Impact: The attacker can access the internal restricted file which may allow an attacker to use
the information present there to carry out further attacks on the application server.

Severity: Low

How to Test:

Step I: An attacker modifies the application URL while trying to call restricted file and observes
that the internal restricted file is accessible shown below:

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.,

51 Franklin Street, Fifth Floor, Boston, MA 82118-1381 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preanble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users. This

al Public License applies to most of the Free Software
on's software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by
the GNU Lesser General Public License instead.) You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if you
distribute copies of the software, o if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their
rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed on, we
want its recipients to know that what they have is not the original, so
that any problems introduced by others will not reflect on the original

Recommendation(s):

1. It is recommended that access to internal restricted files must be restricted from public
access.

This document is confidential to ASG-NIC. It must not be reproduced or circulated without prior approval from
ASG-NIC.
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7. Clipboard Data Stealing Attack

Incident URL:

e https://rcb.res.in/user/login

Description: An application has enabled copy and paste feature on input fields of the ‘Login Page’'.

r

Impact: The application has enabled copy and paste feature on the password field of ‘Login page
page as a result a malicious user can steal the password as copy paste option is enabled thus
compromising the victim’s account.

Severity: Low
How to Test:

Step I: An attacker navigates the Login Page of the application and try to paste the copied
password as shown below as shown below:

Q 8 rcbresin

Login

Username |

Password [

CAPTCHA

What code is in the image? |

[
e A 3 E ) Y Enter the characters shown in

c
|Login|

Important Links Qu ; 5 Follow Us On

hility Properties

RTI Annual Reports eRCE £s ar dia
STHTET RCB By-Laws eOffice Admissions

Current Research Facilities elibrary HRMS

Opportunities Outreach Bio-Incubator Faculty

Tenders / Auctions FAQ IBDC Directory

ATDC Fanraer e | aet Lindatad: 26/0QMANIG

List of provisionally shortlisted candidates for contractual position of Project Head under the project entitled “Setting up of the Indian < p >

Biological Data Centre (IBDC), Phase-1"

This document is confidential to ASG-NIC. It must not be reproduced or circulated without prior approval from
ASG-NIC.
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Step II: From the screenshot below, it is observed that the Password has been successfully
pasted in the input field as shown below:

Log in

Username‘

I Password l ........ |

CAPTCHA

i What code is in the image? | |
e A 3 E J Y Enter the characters shown in the image.

c
\Log |n\

Important Links Quick Links

RTI Annual Reports eRCB
TSTHTHT RCB By-Laws eOffice

Current Research Facilities elibrary

Opportunities Outreach Bio-Incubator
Tenders / Auctions FAQ IBDC

ATPC

List of waitlisted candidates selected for admission to the i3c BRIC-RCB PhD Programme in Biosciences 2025-2026 (Round-8) < P >

Academics
Admissions
HRMS
Faculty
Directory

Contact Us

india
Bt

Unable to fetch weather data.

re for Biotechnology

dia

Follow Us On

Last Undated: 25/09/2025

Recommendation (s):

1. The application should disable the ‘paste’ option including the keyboard shortcuts of the same
for the password field and for the other critical data fields.

This document is confidential to ASG-NIC. It must not be reproduced or circulated without prior approval from
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8. No Implementation of forgot Password functionality.

Incident URL:

e https://rcb.res.in/user/login

Description: The application has not implemented a forgot password page for its users.

Impact: The application has not implemented the forgot Password functionality for its users which
causes inconvenience to the application users during credential theft as they cannot change
password immediately during credential theft.

Severity: Low
How to Test:

Step I: A user navigates to the Login page of the application and observes that no forgot
password page has been implemented as shown below:

O & rcbresin o @ &

X oOm # | Skip To Main Content Screen Reader Access | A+ A A- . English | fa=dt

About us # Achdemlcs

People Resource Corner Opportunities News & Events Life @ RCB Alumni Outreach HRD PMU IBDC

Home / User / LogIn

Login

Username |

Password
CAPTCHA

I What code Is in the image? |
e A 3 E ) Y Enter the characters shown in the image.

c

| Log in

C28 < Ll mehia

5 Allotment of seats after filling out the preference form (3rd Round) for admission to the i3c BRIC-RCB PhD Programme in Biosciences
What's New e < P >
2025

Recommendation(s):

1. It is security best practice that the application should implement ‘Forgot Password’ page in
the application.

This document is confidential to ASG-NIC. It must not be reproduced or circulated without prior approval from
ASG-NIC.
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9. Missing Security Response Header

Incident URL:

e https://rcb.res.in/

Description: The application has not implemented the Content Security Policy header in HTTP
Response.

Impact: The application has not implemented Content-Security-Policy attacker may take
advantage of this vulnerability and can perform man-in-the-middle attacks and weakness cookie
hijacking protections.it permits the execution of JavaScript code from unsafe sources, thereby
increasing the risk of XSS attacks.

Severity: Low
How to Test:

Step I: From the screenshot below, it is observed that the application has not implemented
Content-Security-Policy as shown below:

Dashboard Intruder  Repeater  Collaborator  Sequencer ~ Decoder ~ Comparer  Logger  Organizer  Extensions  Learn @ O E"S
HTTP history WebSockets history Match and replace {8 Proxy settings
e fored |57 Orop v Response from htps:/rchres a4/ (16410059235 | @ Openbrowser | (3)
Type Direction Method URL Status code Length
HTTP € Response GET https:/rcb.res.in/ 200 279696 |
m== .
&
Request Response
Pretty Raw  Hex [N W = |pretty Raw He Rende: n = _é
GET / HTTP/1.1 HTTP/1.1 200 0K s
Host: rcb.res.in Date: Thu, 25 Sep 2025 05:32:39 GMNT L
Cookie: _pk_id.1.0f43=d3a9a24598b012b4.1758773312.; _pk_ses.1.0f43=1 Server:
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:143.0) Gecko/20100101 i Cache-Control: must-revalidate, no-cache, private
Firefox/143.0 X-Drupal-Dynamic-Cache: MISS B
Accept: text/html,application/xhtml+xml,application/xml;q«0.9,%/%;q-0.8 Content -language: en
Accept-Language: en-US,en;q=0.5 X-Content -Type-Options: nosniff >
Accept-Encoding: gzip, deflate, br X-Frame-Options: SAMEORIGIN -3
Upgrade-Insecure-Requests: 1 Expires: Sun, 19 Nov 1978 ©5:00:00 GMT &
Sec-Fetch-Dest: document © X-Generator: Drupal 10 (https://www.drupal.org)
@ Sec-Fetch-Mode: navigate X-Drupal-Cache: HIT
Sec-Fetch-Site: none Vary: Accept-Encoding
Sec-Fetch-User: 21 X-XSS-Protection: 1; mode=block
13 Priority: u=e, i X-Firefox-Spdy: h2
¢ Te: trailers Strict-Transport-Security: max-age=31536000; includeSubDomains
Connection: keep-alive Access-Control-Allow-Methods: GET, POST, HEAD
Access-Control-Allow-Origin: *
Access-Control-Allow-Credentials: true
Access-Control-Allow-Headers: accept, content-type, X-Requested-With,
X-Prototype-Version, X-CSRF-Token, authorization
© Content-Length: 278855
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html; charset=UTF-8
<!DOCTYPE html>
<html lang="en" dir="1tr" class="is-ultimenu is-ultimobile™>
@@ PR £ 0highlights @@ €« > L ohighiights | {8
Eventlog (10)* Al issues (842)* @® Memory: 1.38GB Wl v

Recommendation(s):

1. The application should implement Content-Security-Policy: script-src 'self', object-src
‘none’, default-src ‘self 'in response header.

2. It is recommended to remove ‘unsafe-inline’ unsafe-eval’ from Content-Security-Policy
response header.ab=4
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10. Cross Origin Resource Sharing

Incident URL:

e https://rcb.res.in/

Description: Cross origin resource sharing policy in the application is set insecurely as it allows
any domain URL to access some internal modules of the application.

Impact: The cross-origin resource sharing policy in the application is set insecurely as it allows
any domain URL to access some internal modules of the application. Thus, it allows an attacker to
misuse the insecure cross origin policy to launch attacks and can put any value into the origin
request HTTP header to force web application to provide it the target resource content.

Severity: Low
How to Test:

Step I: From the below screenshot it can be observed that the application is throwing backend
information in the error page An attacker navigates to the application, captures the response in
HTTP interceptor, and it was observed that the value of response header ‘Access-Control-Allow-
Origin’ is set to **’ as shown below:

Dashboard  Target Intruder  Repeater  Collaborator  Sequencer  Decoder ~ Comparer  logger  Organizer  Extensions  Leamn [CIPKS)
HTTP history WebSockets history Match and replace {5 Proxy settings
= Drop v Response rom hitpeirchresinid43/ (164100592351 | @ Openbrowser | ()
Type Direction Method URL Status code Length
HTTP € Response GET https://rch.res.in/ 200 279696
O== _
3
Request Response
Pretty Raw  He IN] N = | pretty Raw Hex Rende w = 2
GET / HTTP/1.1 HTTP/1.1 200 OK 2
Host: rcb.res.in Date: Thu, 25 Sep 2025 05:32:39 GNT g
Cookie: _pk_id.1.6f43-d3a9a24598b012b4.1758773312.; _pk_ses.1.0f43=1 Server:
! User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:143.0) Gecko/20100101 Cache-Control: must-revalidate, no-cache, private
Firefox/143.0 X-Drupal -Dynamic-Cache: MISS B
Accept: text/html,application/xhtml+xml,application/xml;q«=0.9,%/*;q-0.8 Content -language: en
Accept -Language: en-US,en;q=0.5 X-Content -Type-Options: nosniff %
Accept-Encoding: gzip, deflate, br X-Frame-Options: SAMEORIGIN g
Upgrade-Insecure-Requests: 1 Expires: Sun, 19 Nov 1978 05:00:00 GHT 2
Sec-Fetch-Dest: document X-Generator: Drupal 10 (https://ww.drupal.org)
Sec-Fetch-Mode: navigate 11 X-Drupal-Cache: HIT
Sec-Fetch-Site: none Vary: Accept-Encoding
Sec-Fetch-User: 21 X-XSS-Protection: 1; mode=block
Priority: u=0, i X-Firefox-Spdy: h2
Te: trailers Strict-Transport-Security: max-age=31536000; includeSubDomains
Connection: keep-alive : 8 : i GET, POST, HEAD
Access-Control-Allow-Origin: *
19 Access-Control-Allow-Credentials: true
Access-Control-Allow-Headers: accept, content-type, X-Requested-With,
X-Prototype-Version, X-CSRF-Token, authorization
Content-Length: 278855
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html; charset=UTF-8
<IDOCTYPE html>
<html lang="en" dir="1tr" class="is-ultimenu is-ultimohile”s
QLGRS O onighights (D &} € > £ ohighights &
Eventlog (10)*  Allissues (777)° ® Memory: 1.42GB W v

Recommendation(s):

1. The application should not set the ‘Access-Control-Allow-Origin’ response header to ‘*’.

Only the valid and appropriate domains should be allowed in the CORS policy.
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11. Email Harvesting

Incident URL:

e https://rcb.res.in/contact-us/

Description: The e-mail addresses present in the application are in text format thus leading to
email harvesting attack.

Impact: The e-mail addresses present in the application are in text format which allows an
attacker to automate and send multiple spam emails to the harvested email ids present in the
application causing Email Flooding.

Severity: Low
How to Test:

Step I: An attacker navigates to the application, and it is observed that ‘email Ids’ are present
in text format as shown below:

C O httpsy/rcbores.in/contact-us/ Ny -9 - O

Science Cluster along the Gurgaon-Faridabad Highway in Faridabad, part of the P e I Y
National Capital Region. This cluster aims to synergize high-value resources and Find us on the map below:
infrastructure, fostering coordinated development to maximize societal benefits. ak

2

D Contact: ] Regional Centre for Biotechno... b

Registrar: Regional Centre for Biotechnology

? Address: .

é\- NCR Biotech Science Cluster feetarh o “
3 y S egional Centre
3rd Milestone, Faridabad-Gurugram Expressway za T By 'to logy
Faridabad - 121 001 for € rology

Haryana (NCR Delhi), India

O Emailf registrar@rch.res. i
R Phone: +91 129 2848800

) Eements X
& 4 Styles puted t e
o = Filter hov s +, F B o~
}
I<> a style.css2t2q13a:3391
4 : P
.. @ 3
¥ color: M#0d6efd;
| div nfield_item divoow div.col-12.col-sm ol-md-Scol-lg-5 p a * et g sons B underiine; -
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Recommendation(s):

1. The email addresses present in the application should be in the form of images so
that the spammers cannot get email addresses present in the application using
automated tools.

2. Email addresses should be posted as an image not as a hyperlink. Alternatively,
instead of @symbol, [at] should be used. Similarly, the dot character (.) should be
replaced by [dot].

3. For example, xyz@gma.com should be written as xyzzy[at]gma[dot]com.

4. High privilege email addresses should not be posted on the website.

Email addresses should not be provided as a hyperlink, for example, mail to:
xyz[at]gma[dot]com.
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